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2. WEAPONIZATION: Prepare attack 

Approach of the attacker: 

Specific search for backdoors 

Preparation of "weapans" by e.g. 
building/buying/renting bot nets 

1. RECONNAISSANCE: Search targets 

Approach of the attacker: Countermeasures: 

Research and information collection 

Search far suitable targets 

Active dato interception 

Social engineering 

Analyze browsing 
behaviars and 

prioritize defenses 

7. ACTIONS ON OBJECTIVES: F'inish attack 

Approach of the attacker: 

Data is encrypted, exfiltrated 
ordestrayed 

Specific extension to production processes 

Countenneasures: 

Use IT tilrensics 
to evaluate the 

ottack 

Countenneasures: 

Detect ottacks 
earfy using callectecl 

metadata and 
appropriate tools: 

3. DELIVERY: Start executian 

Approach of the attacker: 

Deli11ery of the attack taols 

ftastly via usual communication channels 

Disguised as application documents, invoices, ... 

Cyber Kill Chain 
The Cyber Kill Chain was developed by Lockheed Martin from 

a military attack model and provides a guideline for 
companies to defend against cyber attacks. 

lt describes the procedure and the attack path of a hacker in 7 steps. 

G. COl111AND AND CONTROL: Expand remate cantral 

Approach of the attacker: 

Execute targeted commands 

Connect to CC servers 

Countermeasures: 

Prevent 
communicotion 

to known CC servers 
and monitor 
datatraffic 

Countermeasures: 

Use artifacts af 
weapan systems 

ta detect malware 

4. EXPLOITATION: Explaiting security vulnerabilities 

Approach of the attacker: 

Brawsing the attack field 

Explait found wlnerabilities 

5. INSTALLATION: Persist access 

Approach of the attacker: 

natware is being installed 

In the case of longer-term access: 
risk of expansion ta customer 
and supplier netwarks 

Countermeasures: 

l"'!'lement a 

""' 
and regulary check ,., 

Countermeasures: 

Nonitor and analyze 
installatian operatians 

and dato traffic 


